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Cyber Security Risiken sind globale Spitzenreiter

FIGURE |
Global Risks Horizon

When do respondents forecast risks will become a critical threat to the world?

B cconomic M Environmental [l Geopolitical M societa W Technological

% of respondents

Infectious diseases 58.0
Livelihood crises 55.1
Extreme weather events 52.7
Cybersecurity failure 39.0
Clear and
present Digital inequality 38.3
dangers
Short-term risks Prolonged stagnation 38.3
(0 -2 years)
Terrorist attacks 37.8
Youth disillusionment 36.4
Human environmental damage 35.6

Quelle: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2021.pdf

FIGURE Il

Global Risks Horizon

When will risks become a critical threat to the world?

W Economic I Environmental 8 Geopolitical

Extreme weather
Livelihood crises
Climate action failure
Social cohesion erosion
Infectious diseases

0-2 years
Mental health deterioration

I Societal 1 Technological

% of respondents
31.1%
30.4%
27.5%
27.5%
26.4%
26.1%

Cybersecurity failure

19.5%

Debt crises
Digital inequality
Asset bubble burst

19.3%

18.2%

14.2%

Quelle: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2022.pdf
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Die Schweiz ist ein Synonym flr Kreativitat und Innovationskraft...
... aber die Cyber-Sicherheit der Schweiz hinkt im globalen Vergleich massiv hinterher

Country/Economy Score Rank
(0-100)
| Switzeland 6608 1| Xnitegl S}:tes of 100 1 Indonesia 94.88 24
weaen X MENCca Viet Nam 94.59 25
= . United Kingdom 99.54 2
Global Innovation Index 2021 rankings = — Sweden 94.55 | 26
4 Saudi Arabia 99.54 2
Qatar 94.5 27
T 5 Estonia 99.48 3 PR 93.98 28
rp eion 3 Korea (Rep. of) 98.52 4 N 93.89 29
5 2IgFRarS 822 4 Poland 9386 30
53! 5 ERR T Kazakhstan 9315 31
3 United States of America 61.3 3 1 Russian Federation 98.06 S S 92.6 32
4 United Kingdom 59.8 4 - . . :
5 Republic of Korea 59.3 5 1 United Arab Emirates 98.06 5 China 92,53 33
6 Netherlands Inco8:8 6 - Malaysia 98.06 5 St 9253 33
‘ e __ group Reion > Lithuania 9793 6 Slovakia 92.36 34
Japan 97.82 7
1 Switzeriand 646 1 s Hungary 91.28 35
U T N 01.5 Canada** 97.67 8 Israel** 90.93 36
3 Sweden 61.6 3 France 97.6 9 .
4 United Kingdom 597 4 . o s s Tanzania 90.58 37
5 Netherlands 58.0 5 : nela ' North Macedonia 8992 38
6 R_epubllc of Korea 57.8 6 1 Turkey 97.49 " Serbia 898 39
7_Singapore 57.3 7 Australia 9747 12
8 Germany 57.2 8 : Azerbaijan 89.31 40
1(9) Eimand ; ggg 13 Luxembourg 97.41 13 o 88.82 M
enmar :
A Germany 97.41 13 Switzerland**
| Portugal 97.32 14
The Global Innovation Index 2020 / 2021 / 2022 — — — Ghana 8669 43

https://www.wipo.int/global innovation index/en/2020/ .
https://www.wipo.int/global _innovation_index/en/2021/ Global vaersecurlty Index 2020

https://www.wipo.int/global innovation index/en/2022 https://www.itu.int/en/myitu/Publications/2021/06/28/13/22/Global-Cybersecurity-Index-2020
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Die drei Schutz-Ziele der Cyber-Sicherheit

Confidentiality Integrity Availability



Braches im 2023

Hacker klauen Mitarbeiterdaten der Kapo Bern

Von Keystone-sda / hjm, 21. August 2023 um 11:06

DDoS-Attacke auf Parlaments-Website

SECLIDITY RREACH

Von Reto Vogt, 8. Juni 2023 um 10:56 NEWS

SECURITY BUND PARLAMENT CYBERANGRIFF DDOS

Nach Cyberangriff auf Xplain

Update: Sensible Daten von
w|Bundesverwaltung und Fedpol
= landen im Darknet

Mo 19.06.2023 - 12:13 Uhr
= von und und und und lha, ||
| cka, yzu, rja

= Cyberkriminelle haben den IT-Dienstleister Xplain angegriffen. Unter den Rty T O

Opfern sind auch die SBB, der Kanton Aargau und die Landespolizei des https://www.inside-it.ch/hacker-klauen;
fl Fiirstentums Liechtenstein. Auch sensible Daten der Bundesverwaltung und mitarbetterdaten-der-kapo-bern-20230821
des Fedpol sind betroffen, wie Analysen nun zeigen.

Die Webseite der eidgendssischen Rite ist angegriffen worden. Seit N{tos://www.netzwoche.ch/news/2023-06-05/ransomware-angriff-auf-it-
1 Mittwoch ist sie zeitweise nicht abrufbar. difiastleister SHGOCTOWEREstellen

https://www.inside-it.ch/ddos-attacke-auf-parlaments-website-20230608

Confidentiality Confidentiality

Availability Integrity

Institute for Competitiveness and Communication (ICC): Dr Marc K Peter 6


https://www.inside-it.ch/ddos-attacke-auf-parlaments-website-20230608
https://www.netzwoche.ch/news/2023-06-05/ransomware-angriff-auf-it-dienstleister-trifft-auch-bundesstellen
https://www.netzwoche.ch/news/2023-06-05/ransomware-angriff-auf-it-dienstleister-trifft-auch-bundesstellen
https://www.inside-it.ch/hacker-klauen-mitarbeiterdaten-der-kapo-bern-20230821
https://www.inside-it.ch/hacker-klauen-mitarbeiterdaten-der-kapo-bern-20230821

* Breaches der (20)20er

ﬁ Mysterious Satellite Hack Has Victims Far Beyond Ukrairﬁ

\ The biggest hack since Russia’s war began knocked thousands of people offline. The spillover extends deep into Europe.

/§hocking’ hack of psychotherapy
records in Finland affects thousands

oucy TECH A CYBERSECURITY
Distressed patients flood support services after hack of private

ﬁmw.staan;g_ T White I-!ouse now says 100 corn
U‘W MH” T I SolarWinds hack, but more ma |

,,,,,,, [ | . ;
H:U _,__d-‘" | [ | Plus nine federal agencies
| ’ Y | By Jon Porter | @JonPorty | Feb 18, 2021, 4:40am EST

“““““
* | | | | | | Lttt
Lﬂéaf*’ﬂ‘ | |1 >
I_J_,,J—»—"’""—‘ | ! f L 4 SHARE
‘ 6N

|

|‘l‘l

https://www.wired.com/story/viasat-internet-hack-ukraine-russia/

—

) i

O Vastaamo patients reported receiving emails with demands for €200 to prevent the documents'’
‘bh( tion. Photograph: Kimmo Brandt/EPA

https://www.theguardian.com/world/2020/oct/26/tens-of-thousands-
psychotherapy-records-hacked-in-finland

approved te

Email (required

https://www.theverge.com/2021/2/18/22288961/solarwinds-hack-100-companies-9-
federal-agencies
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Treiber fur die aktuelle Cyber-Situation:
Schwachstellen / Bugs werden zum Einfallstor

Menschen machen Fehler

Menschen bauen Software,
Prozesse und Produkte

Schwachstellen lassen sich
ausnutzen
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Treiber fur die aktuelle Cyber-Situation:
Schwache, gestohlene oder geleakte und wiederverwendete Passworter
tragen zu Grossteil aller Hacks bei

ca. /5% 40-65%

2019 2020 2021 2022

/reports/2019-data-breach-investigations-report.pdfx
https://www.verizon.com/business/resources/reports/2020-data-breach-investigations-report.pdfx
https://www.verizon.com/business/resources/reports/2021-data-breach-investigations-report.pdfx
https://www.verizon.com/business/resources/T744/reports/dbir/2022-data-breach-investigations-report-dbir.pdf

https://www.verizon.com/business/resources,

~~
= 3 303
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Treiber fur die aktuelle Cyber-Situation:

(Spear-) Phishing / Malspam Attacken und ungenigend befahigte
Mitarbeiter

https://www.avepoint.com/blog/de/protect-de/so-schuetzen-sie-sich-vor-phishing-ransomeware-angriffen

Dreamlab Technologies AG www.dreamlab.net
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Treiber fur die aktuelle Cyber-Situation:

Cyber-Security ist ein Prozess und Hygienefaktor, wird aber nicht so
verstanden.

Menschen machen Fehler

ca. /5%

Menschen bauen Software,

: : Prozesse und Produkte
2019 2020

Schwachstellen lassen sich
ausnutzen

Dreamlab Technologies AG www.dreamlab.net
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Wer sind die Angreifer?
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Wer sind die Angreifer in der Cyber-Dimension?

i 5chict and msyhon to Fake 3 point o {a-/
orists, vigilonte-isw, “Doning,”

oy
My Comrades: *?;'

Motivation + Fahigkeiten +
Die Ubergange sind fliessend, Attribution ist sehr schwierig

Dreamlab Technologies AG www.dreamlab.net 13



$800M

$600M

$400M

$200M

$0

Die Motivation von Cyberkriminellen

Total value received by ransomware attackers, 2017-2022

$765M $766M

EZE EZE

2017 2018 2019 2020 2021 2022

https://go.chainalysis.com/rs/503-FAP-074/images/Crypto_Crime_Report_2023.pdf
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Meet Conti: Einblick in eine professionelle Cybergang

a a
) oY

a
oY

a a
oY oY

Programmers Testers Administrators Reversers Penetrationstester/Hacker
/ \ / Die meisten Antivirus Lésungen \ / \
WirkungS|OS! Kampfen an
vorderster Front
_ Zerlegen Code und
o L Testet Conti- Auf- und Abbau . e gegen

Schreibt bdsartigen identifizieren . :

Cod di ; Malware gegen von Servern und schwachstellen in Sicherheitsteams
ode un |.nte.gr|ert Sicherheitstools Angriffs- . von Unternehmen,
unterschiedliche _ . gangiger Software,

, und verschleiert infrastrukturen um Daten zu
Technologien diese (alle 4h1) (botnets) Hardware, und stehlen und
€se {afle =h: Cloud Services
Ransomware
einzuschleusen.

N AN AN AN /
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Wie gehen Cyber-Akteure vor?
Ein Schritt nach dem anderen...

Verschliisseln von Daten
Diebstahl von Daten |1 (= e T 0
Manipulation von Daten (Mission Objectives)
Beeinflussung von
Kontrollprozessen

Persistenz

Erkundung
(Reconnaissance)

Initialer Zugang
(Initial Compromise)

Weiterverbreitung

e (Privilege Escalation &
(Maintaining Access) Lateral Movement)

Fernsteuerung /
~— Command and
Control (C2)

Dreamlab Technologies AG
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Erkundung? Opportunismus ...
... oder Outsourcing

. [Mpogam USA VPN revenue 1kkk$ _ ‘ L

AsTop: i4R320bKZzQ1213, Bo BT

i4R320bKZzQ1z13
. rurabant
Search Englne for the esee aBnAeTCs MobanbHOI KOMNaHWeN N0 TEXHONOTMAM W YCAyram AnA KIMEHTOB,
. creyuasn3npyioweiica Ha NPOeKTUPOBaHUU, BHEADEHUK
Internet of Everything Eleyeue: S
Revenue: $1 Billion
= Isell VPN f USA i is Tkkk$
; se accounts o companies, revenue is
Price: 7000$ 3
MnatHas peructpaums Tun goctyna: VPN (global-prote o
Company is a global organization that provides technologies and services for customers and
specializes in design and implementation
Den@pamm BeAyluuil nocTaswwk pewetmii | Employees: more than 50 000
i ey npeanpusTyii Manoro u cpegter| Revenue: $1billion
EXPLORE THE PLATFORM VCOTO : Employees: 2k+ USA
Revenue: 700kk$ Price: 7 000$
@® Beyond the Web &8 Monitor Network Exposure 583 Internet Intelligence USA Access type: VPN
Websites are just one part of the Keep track of all your devices that are Learn more about who is using various Price: 5000% Company is a leading provider of web presence solutions for small and mid-sized businesses
Infomo( Use S’“T(mj to (:\f.r,:)v.‘r‘r s cut«".ﬂy .1fr.o;r.‘ll7lrv fvmm lnv\!n(lrvfn‘r‘t‘ ‘ p'ro.'iuc(-',nnrl ho‘wAl.'u‘f»y‘rr‘ c‘.h‘.1|"g|n(j:~ovr~| Tun poctyna: VPN (global-prote worldwide.
everything from power plants, mobile Shodan provides a comprehensive view time. Shodan gives you a data-driven
phones. refrigerators and Minecraft of all exposed services to help you stay view of the technology that powers the Employeos: 2k+
xtshinii socue intomet Revenue: 700kk$ https://securelist.com/initial-access-data-price-on-the-dark-
USA web/106740/
PaboTaem yepes rapaHT, iMbo W |
B Price: 5 000$
Nepsblit KOHTAKT B NM.
Access type: VPN
We work with guarantees; otherwise, you pay a deposit and | will provide you with access
information in advance.
Dreamlab Technologies AG www.dreamlab.net First contact in private messages.




‘
(Reconmlsume)

Wie gehen Cyber-Akteure vor?

Drei Wege zum |nitial Compromise

Perimeter

A. Exploit (Schwachstelle) *—l

B. Login / Remote Access

Passworter / Credentials!

SSH, RDP, FTP, VPN, VNC ... L :
Phishing/Trojaner

Dreamlab Technologies AG www.dreamlab.net 20



Kritische Fortinet-Schwachstelle: 533 direkt angreifbare

Erkundung
(Reconnaissance)
Erzielen von Wirkung Initialer Zugang
(Mission Objectives) (Initial Compromise)

IT-Systeme in der Schweiz identifiziert R

o SWITZERLAND OVERVIEW ¥

EXPLORE RESULTS

|

9 2uich switzerlond

¥ eaa3fnp 10443/nttp  443/nttps

9 zuich switzerlond

¥ 4aa3/nup  10443/ntp 443 mitps

@ 2ug. Switzeriana

¥ 4aa3fnep  10443/nttp  443/hitps

9@ Zurich Switzeriona

Vulnerabilities

1
Confimmed

Potenticl

Vulnerabilities

Vulnerabilities

1
Confirmed

Potentiol

Vulnerabilities

1
Confirmed

-

Top Locations

Name Quantity
2urich 260
oud a8
Bern as
Volois 30
Sankt Gallen ®

Top Organizations

Kritische Fortinet-Schwachstelle: 533 direkt angreifbare IT-Systeme in
der Schweiz identifiziert

10:11  Von Dreamlab Techno...

Bild Rechte:
“_ Dreamlab Technologies AG

3 ;‘* (Bern)(PPS) Die seit zehn Tagen bekannte kritische Fortinet-Schwachstelle CVE-2022-40684 erlaubt

: Hackern, sich mit Administratorenrechten in verwundbare Systeme einzuloggen. Aktuellste Messungen

= legen offen, dass die IT-Infrastrukturen von 533 Schweizer Unternehmen diesbeziiglich weiterhin
ungeschiitzt sind. Unter den angreifbaren Firmen befinden sich mehrere Telekommunikationsanbieter,

ISPs und Elektrizitatswerke. Schnelles Handeln ist dringend notwendig.

Fortinet warnte am 6. und am 10. Oktober 2022 davor, dass die dokumentie|
ihre drei Produkte FortiOS, FortiProxy und FortiSwitchManager betrifft. Die
Vulnerability Scoring System) und ermaoglicht Angreifenden, sich mit Admi
Oktober 2022 wurde von Horizon3-Forschern gezeigt, wie die Schwachstel

- https://www.presseportal-schweiz.ch/pressemeldungen/kritische-fortinet-schwachstelle-533-direkt-angreifbare-it-systeme-der-schweiz

- https://www.netzwoche.ch/news/2022-10-11/fortinet-bug-ermoeglicht-unerlaubten-admin-zugriff

Dreamlab Technologies AG
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Erkundung
(Reconnaissance)

Erzielen von Wirkung
(Mission Objectives)

Initialer Zugang
(Initial Compromise)

Wo eine Schwachstelle ist, ist der Exploit meist nicht weit

CVE-2022-40684 exploit X @ Q

Q Al ®E News [JImages [»] Videos [] Books : More Tools

About 53'700 results (0.50 seconds)

What is the Impact of CVE-2022-40684 Vulnerability? The CVE-2022-40684 vulnerability
allows adversaries to bypass authentication and login into the vulnerable systems
as an administrator in FortiOS / FortiProxy / FortiSwitchManager products. 18 Oct 2022

https://www.picussecurity.com » resource » blog » cve-20...

CVE-2022-40684: Fortinet Authentication Bypass Vulnerability ...

© About featured snippets + B Feedback

https://github.com » Chocapikk » CVE-2022-40684
Chocapikk/CVE-2022-40684: Fortinet Critical ... - GitHub

7 days ago — This POC abuses the authentication bypass vulnerability to set an SSH key for
the specified user. Usage. root@kali:~# python exploit.py -h ...

https://github.com » CVE-2022-40684

horizon3ai/CVE-2022-40684 - GitHub
14 Oct 2022 — A proof of concept exploit for CVE-2022-40684 affecting Fortinet FortiOS,
FortiProxy, and FortiSwitchManager - GitHub ...

https://securityaffairs.co » fortinet-cve-2022-40684-poc

Experts released PoC exploit code for critical bug CVE-2022 ...

14 Oct 2022 — Experts released the PoC exploit code for the authentication bypass flaw
CVE-2022-40684 in FortiGate firewalls and FortiProxy web proxies.
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Wie gehen Cyber-Akteure vor?

(Modem)

Internet Access Point

Vereinfachtes, typisches Unternehmensnetzwerk

TCP/

~
Gaste Netzwerk

o/ % Firewall

Produktions-Systeme

~
Produktions-Netzwerk

<,

Gast WLAN Access Point

&N

Netzdrucker Office Netzwerk A

VolP

hg

5

I ('b)! Ilgrver Datenbank Server Web Server

N

Kontroll-Station

TCP/IP

Q

Doménen Controller,
% Switch

\/
Workstation / Laptop %

Business / Office WLAN Access Point

Perimeter

Erkundung
(Reconnaissance)

Erzielen von Wirkung Initialer Zugang
(Mission Objectives) (Initial Compromise)

Persistent Wakurvarticsiimg
(Privilege Escalation &
(Maintaining Access) Lateral Movement)
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Wie gehen Cyber-Akteure vor?
Initialer Zugang

Erkundung
(Reconnaissance)

Erzielen von Wirkung
(Mission Objectives)

TCP/IP

<

Gast WLAN Access Point

Exploifation/Remote Access

-
Gaste Netzwerk

Persistenz
(Maintaining Access)

Initialer Zugang
(Initial Compromise)

Weiterverbreitung
(Privilege Escalation &
Lateral Movement)

TcP/IP L J
Intemet / 'sP % --------------------------------------------- Flrewa“ .
Netzdrucker Office Netzwerk
Internet Access Point ~
(Modem)
TCP/IP
( Produktions-Netzwerk ) Doménen Controller Datenbank Server Web Server EX p k |ta tl on
Switch
: % % Switch
PN TCP/IP ;
TCP/iP o
‘ﬂ / Phishing
\/ 2
Produktions-Systeme Kontroll-Station S | | R,
Business / Office WLAN Access Point WorkstatiosnTLaptop
| ) . ’ | Perimeter
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Wie gehen Cyber-Akteure vor?
Initialer Zugang

Internet / ISP g

Erkundung
(Reconnaissance)

Erzielen von Wirkung Initialer Zugang
(Mission Objectives) (Initial Compromise)

Switch

Produktions-Systeme

% TCP/IP

iterverbreitung
% (Privilege Escalation &
(Maintaining Access) Lateral Movement)

we

itation

[ 3\
Gaste Netzwerk
TCP/IP ‘ |
Gast WLAN Access Point
Exploifation/Remote Access
TCP/IP \ J
............................... Firewall -
Netzdrucker Office Netzwerk
Internet Access Point - VolP
(Modem) /
TCP/IP
Produktions-Netzwerk h Doménen Controller Datenbank Server Web Server E X p k
% Switch g
‘ N TCP/iP .
Phishin
~ g
Kontro"-smﬁon ---------------------------
. ‘ S
Business / Office WLAN Access Point Workstation / Laptop
J . -

Perimeter
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Wie gehen Cyber-Akteure vor?
Command & Control (C2)

Persistenz Weiterverbreitung
[ A (Maintaining Access) (Plr:llegleh:mlnm =
Gaste Netzwerk B
Gast WLAN Access Point ‘
C2 o \ |
e - . Firewall .
Netzdrucker Office Netzwerk
. VolP

Internet Access Point
(Modem)

N

®

TCP/IP

Doménen Controller Datenbank Server Web Server

=
Produktions-Netzwerk
Switch

% TCP/IP

Switch

TCP/IP

Produktions-Systeme Kontroll-Station

~—
>
Business / Office WLAN Access Point Workstation / Laptop

| ) . ’ | Perimeter
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Wie gehen Cyber-Akteure vor?
Erweitern von Rechten und Weiterverbreitung

Internet Access Point
(Modem)

TCP/IP

-

-,
Gaste Netzwerk

<,

Gast WLAN Access Point

&

7

Firewall

Netzdrucker

VolP

hg

TCP/IP

1
Office Netzwerk

Erkundung
(Reconnaissance)

Erzielen von Wirkung Initialer Zugang
(Mission Objectives) (Initial Compromise)
Persistenz Weiterverbreitung
(Privilege Escalation &
(Maintaining Access) Lateral Movement)

f Produktions-Netzwerk | Doménen Controller ~ Datenbank Server Web Server
Switch
5 % Switch
: TCP/IP
‘ Es kaIatlon
«¥ ; 2
Produktions-Systeme Kontroll-Station y
Business / Office WLAN Access Point  \yorkstation | Laptop
\ L ) .
Perimeter
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‘ Wie gehen Cyber-Akteure vor?
Erweitern von Rechten und Weiterverbreitung

Persistenz Weiterverbreitung
[ N (Maintaining Access) (P::Ihgleh:mhuon:)&
Giste Netzwerk ot
TCP/IP d |
Gast WLA7ccess Point
7CP/IP L \ )
N Firewall / .
~— Q Netzdrucker Office Netzwerk
Internet Access Point -
(Modem)
TCP/IP
f Produktions-Netzwerk | : Doménen Cpnftroller /~ Datenbank Server Web Server
Switch
%
s { ‘!AA = -
% witch . P~ . &
v L
TCP/IP ] |
) Eskalation
TCP/IP
‘/ = :
Produktions-Systeme Kontroll-Station = — 1. 3
Business / Office WLAN Access Point WorkstationTLaptop
\ . .
. - | Perimeter
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Exfiltration

Erreichen von Wirkung

Wie gehen Cyber-Akteure vor?

Erkundung
(Reconnaissance)

Erzielen von Wirkung
(Mission Objectives)

TCP/IP

TCP/IP

Gast WLAfccess Point
/

N
Gaste Netzwerk

N

7

=

Internet Access Point
(Modem)

Produktions-Netzwerk A

Switch

Produktions-Systeme

TCP/IP

\/ PN
Kontroll-Station

TCP/IP

Netzdrucker

TCP/IP

Datenbank Server

Domanen Cpnytroller

.
Office Netzwerk

Web Server

bl
2
Business / Office WLAN Access Point

#on / Laptop

1.

2

3

Perimeter

Initialer Zugang
(Initial Compromise)

Persistenz Weiterverbreitung

Lateral Movement)
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‘ Wie gehen Cyber-Akteure vor?
Erreichen von Wirkung

f Gaste Netzwerk |
TCP/IP @
Loschen von Backups  § e i | |
Verschllisseln von Daten 7 L |\ el — p——
Internet Access Point N VolP
(Modem)
TCP/IP
( P roduktions-Netzwerk‘ Doménen Cpntroller Datenbank Server Web Server
Switch :
TCP/IP . . .
. TCP/|P ...........
> = :
Produktions-Systeme Kontroll-Station G — 1. i
Business / Office WLAN Access Point WorkstationTLaptop
| ) . ’ | Perimeter
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Wie gehen Cyber-Akteure vor?
Erreichen von Wirkung

-
Gaste Netzwerk

—v\f\iﬂccess -

9 “Hello [victim company redacted]. We are Conti Group. We want
to inform that your company local network have been hacked and
encrypted. We downloaded from your network more than 180GB
of sensitive data. — Shared HR — Shared_Accounting — Corporate
| Debt— Departments. You can see your page in the our blog here
[dark web link]. Your page is hidden. But it will be published if you
do not go to the negotiations.”

N

P e
Produktions-Systeme Kontroll-Station

&

JI

—

>

>
Business / Office WLAN Access Point Workstation / Laptop

2

: - ’ \ Perimeter
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Erkundung
(Reconnaissance)

Erzielen von Wirkung Initialer Zugang
(Mission Objectives) (Initial Compromise)

Auswirkungen .. sSe s
T **mm
Datenverlust ‘ . -
e E
 Reputationsschaden e
Seid wrde dem
 Wirtschaftlicher Schaden e

Unterbruch der operativen Tatigkeiten:

* Auftragsausfall

e Zahlungsausfall

Aufraum- und Wiederherstellungsarbeiten:

* Massive Belastung fur Schliisselressourcen

e Kostenfaktor

Dreamlab Technologies AG www.dreamlab.net CONFIDENTIAL 32



KATZ- UND MAUSSPIEL

«Der Markt fur Cyber-Versicherungen funktioniert
grundsatzlich»

https://www.handelszeitung.ch/insurance/cyber-versicherungen-der-markt-funktioniert-598743
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. K3 cyobs

Die bekannten, 6ffentlich zuganglichen Schwachstellen im Schweizer
Cyber Space nehmen zu

2022

Welcome to CyObs

Here is a summary of your cyberspace today

202 1 1Pvé Allocated Cyberspace Vulnerability

24,472,676
Welcome to CyObs 2021

Autonomous Systems

0 Here is a summary of your cyberspace today . 790
‘ZQ;‘ 1Pva Detectad/Allocated 4 Domains
&P cyobs [om o 3,292,587 / 20,383,852 ; 2'478'696

Autonomous Systems Sk

Welcome to Cyobs 779 2 Py 9

Here is a summary of your cyberspace today 2'359'708 Total Open Ports.
2,453,447
Operating Systems
Total Open Ports 1 46
3,096,939
Software
Operating Systems

141 ‘ y 1,081

Organizations.
55712

2019

Vulnerable IPs

Software
382 106,577

113,780

&P cyobs (o

Welcome to Cyobs

Here is a summary of your cyberspace today

Quelle: Dreamlab Technologies AG, CyObs & Audit Department, 31 January 2021
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Erkundung
(Reconnaissance)

Fernsteuerung / Command and Control (C2)

Erweiterung von

Rechten &
Weiterverbreitung
(Privilege Escalation &
Lateral Movement)

Erzielen von Wirkung
(Mission Objectives)

Initialer Zugang
(Initial Compromise)

Der Schweizer Cyber Space in 2022

Microsoft Exchange Server Remote Code Exec
CVE-2021-26855

CVSS Score 9.1

Part of an attack chain - Remote Code Executiq)

73 IPs affected

Source: Oraamiub Techmologes AG, CObs & Auck Duparimant, 2 March 3022

o

BLUEKEEP

" 98 hits for Bluekeep (CVE-2019-0708) |

g—q ‘:; cyobs Bluekeep
Der Schweizer Cyber Space in 2022 o e -8 a3
Weitere populdre Schwachstellen =L E?‘"?.* .
+ XML External Entity injection (XXE) vulnerability E —
+  CVE-2019-9670 =]
+  CVSSScore 7.5 r.,,‘
Zimbra *  Modification of system files possible
* 151Ps affected Kritische Fortinet-Schwachstelle: 533 direkt angreifbare IT-Systeme in
[ *  Microsoft Exc ) - == S B
Vulnerability 7dgr§h1vielzild7erﬂ‘|zile_rit - Kritische Fortin 533 direkt ystemein |
/P - ve-2021-344 i S Skt it ‘
E ) *  CVSSScore 9, 17—
* Remote Code viny
* 841Ps affeq

< s 4)::: schwed t 2ol Artsche 4 'lnrl:((:'::c(::‘::i]':; ’:( a0grofare & systeme der schweiz »
Der Schweizer Cyber Space in 2022 : _ e ¥l Ll
Weitere populire Schwachstellen ’ — -
Der Schweizer Cyber Space in 2022
Log4Shell — Log4j Vulnerability
. Vulnerability in the web services interface of Cisco Adaptive Security Appliance (ASA) |
lll v lIl * CVE-2020-3452 Apach o
. |+ cvssscore75 . CVE-2021-4428 pace
CISCO . giaresctl;ry tr;vecr:al dattacks and read sensitive files on a targeted system « High-severity (CVSS 10) vulnerability LOGqJ
. s affecte

*  Webmin Cross-Site Scripting RCE Vulnerability
* CVE-2021-31761
*  CVSS Score 9.6 critical
4 * Remote Code Execution
webmin |« 22 ps affected

* Affects the core function of Apache Log4j2
_* Discovered in December 2021

57 IPs vulnerable
(as of 21.12.2021)

Swiss Universities and

11 IPs vulnerable
(as of Feb 2022)

Government sites amongst
affected IPs.
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Command & Control Server in der Schweiz

RAT @ SPOTTING

steuerung / Command and C

Erweiterung von
Rechten &
Weiterverbreitung
(Privilege Escalation &
Lateral Movement)

Erkundung Initialer Zugang
(Reconnaissance) (Initial Compromise)

Erzielen von Wirkung
(Mission Objectives)

e a®
Copy ‘ Excel Il sV | ‘ PDF | Search:
FIRST LAST oTX
P PORT TYPE PAYLOAD COUNTRY FLAG CERTIFICATE JARM
DETECTION DETECTION PULSES

80 cobalt_strike Switzerland n 2022-10-14 05:05 2022-10-14 05:05

443 metasploit multi/meterpreter/reverse_http Switzerland n 2022-10-09 05:06 2022-10-09 05:06

443 cobalt_strike Switzerland . 2022.40-09 05:06 2022-10-09 05:06

80 cobalt_strike Switzerland 1 3 4 i n 1 0 2 0 2 2 2022-10-07 05:05

°
2222 cobalt_strike Switzerland o 2022-09-21 05:04
(vs. 98 in 03.2022
444 cobalt_strike Switzerland 2022-09-21 05:04
L]

8080 cobalt_strike Switzerland VS . 3 6 I n O 2 . 2 O 2 1 ) 2022-09-21 05:04

443 cobalt_strike Switzerland [ 2022-09-21 05:04 2022-09-21 05:04

443 cobalt_strike Switzerland n 2022-09-19 05:04 2022-09-19 05:04

80 cobalt_strike Switzerland n 2022-09-11 05:03 2022-09-11 05:03
P Port Type Payload Switzerland Flag Certificate First Detection Last Detection JARM OTX Pulses

Showing 1 to 10 of 136 entries (filtered from 33,866 total entries) Previous ‘ 1 ‘ 2 3 4 5 14 Next
Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022
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Messung des Schweizer Cyberspace

ANALYTICS - VULNERABILITIES

Information collected between October 2, 2022 and October 20, 2023. Showing results from all vuinerabilities.

Vulinerabilities

2225 3'002736 |

Unique Total

Security risks overview

Top Vulnerabilities

Lowest

Critical 378'860 “—"

High 1061739 © cvezom-oms

2 CVE-2019-7659
3  CVE-2023-38408 critical

4  CVE-2021-36368 Low

Low 148505 5  CVE-2016-20012

233'633

Vulnerable Hosts

255013

Vulnerable Applications

Vulnerable Assets

29'596
Web Servers

14975
Databases

42
10T

Exposures and Disclosures

Highest

343

Exposures

Vulnerable IPv4 and Domains

Quantity

n3es

n'39s

80'521

66227

65244

1000000
800000
600000
400000

200000

Critical
Bpv4 B Domains

High

Downloads
Vuinerabilities
Vulnerable Hosts

1o
Web Applications

340

Network Devices

10

Cloud Services

1

Default Logins

Medium

O Refresh 3= Filters

2225
233'633

e |&

2'596

Email Servers

ICS

VolP

2'338

Information

More info

1141630

Vulnerable Domains

12036

Vulnerable NS

457'235

Vulnerable MX
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Was hat sich bewa




Working on update 100% complete
Don't turn off your PC. This will take a while.

Your PC will restart several times.



OWASP Top Ten — “Swiss Army Knife”for Web App Security

Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure > A03:2021-Injection
A04:2017-XML External Entities (XXE) [(New) A04:2021-Insecure Design

A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures

A08:2017-Insecure Deserialization / {New! A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/www-project-top-ten/

Top Ten Cybersecurity
Misconfigurations
by NSA & CISA

https://www.cisa.gov/news-events/cybersecurity-

advisories/aa23-278a
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World's Biggest Data Breaches & Hacks s

Selected events over 30,000 records
UPDATED: Oct 2021

size: records lost  filter search...
2021 ‘ W
WO ?onmc' Y Epik ‘ - Park ' Al  Twitch
'g;gg Pakisfcni Mobile T-Mobile Ubiquiti

38,000,000

mobile

Ex eriglln operators v

razi 115,000,000 )

220,000,000 ) : Thailand
- D00 visitors

MiCFOSOﬂ' SolarWinds | Syn|verse 100,000,000

250,000,000 q

Canva

139,000,000 l
Yt Dubsmash »“ _ y - ‘( ——
MULTI-FAKTOR-AUTHENTISIERUNG
STARKE PASSWORTER
FUR JEDEN SERVICE EIN NEUES

Catha IVIUHISJII y
N ey Fiebase ' Jnternational A
Airways ‘ 383,000,000 Yahoo | Zomto

Aadhaar Spambot =N W

2017 [ , Equifax Google+ 711,000,000 ‘ il Weebly

River City

_ MVNOs /
4 Media
il. 40,000,000
Dailymotion . A 3 Turkish YG h Oo

citizenship
- " database | 00,000.000
- Finder >

LinkedIn -
NeMO rk 11'7'°°°'°°° (Phlllppmes e y

Fling 412,000,000 e
Tumblr
MySpace

- oGy C
A

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Mehrschichtige Verteidigung (Defense in Depth) schafft Resilienz

& Perimeter

m

Host

Application
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“Zukunft”: Zero Trust Architekturen

&
35
v ©
59
o
o
£3
Q.
g

Visibility and Analytics
Automation and Orchestration
Governance

https://www.cisa.gov/sites/default/files/2023-04/zero trust maturity model v2 508.pdf
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=

IT-Sicherheit in Projekten
<<<< SHIFT LEFT gilt auch flr Cyber Security

85% 640 X

Percentage m w— % Defect injection

of defects 40 X ——
introduced p— e Cost 10 repair defect

I 1x J

Coding Unit Test Functional System Release
Test Test

Jones, Capers. Applied Software Measurement: Global Analysis of Productivity ond Quality.
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Versteht Minimum an IT-
Security (& CIA)

o

Nutzt Synergien und
positioniert IT-Sicherheit als
Wettbewerbsvorteil gegeniber
Kunden

~

)

IT-Sicherheit in Projekten

Befahigt das Projektteam

Legt Wert auf sichere
Architektur, Designs und
Prozesse

Dreamlab Technologies AG
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IT-Sicherheit in agilen Projekten
|dealfall: Addendum zum Agile Manifesto

“Business people and developers must work together daily throughout the project.”

$

“Business people, IT Security and developers must work together
daily throughout the project. “

http://agilemanifesto.org/principles.html



http://agilemanifesto.org/principles.html

IT-Sicherheit in agilen Projekten
Ein Security-Epic als Dreh- und Angelpunkt fur Security Requirements

Analog anderer Nicht-Funktionaler

Requirements

Jeweilige Griinde fur Story aufzeigen

Akzeptanzkriterien definieren und
durchsetzen

Quellen fur generische User-Stories:

* SAFECode: Practical Security Stories and Security

Tasks for Agile Development Environments
http://safecode.org/publication/SAFECode_Agile_Dev_Security0712.pdf

* Handbook of secure agile software development.
https://docplayer.net/657918-Handbook-of-the-secure-agile-software-

development-life-cycle.html

Patching & upgrading

As

aservice manager

Iwant that any software component that s part of the product can be quickly and
cost-efficiently security patched

so that we minimise the time we are vulnerable to an attack.

Description Fromthe moment webecome aware of asecurity vulnerability in our prod-

uct, it will be a race against time. A failure to provide a security fix quickly
enough may lead to the company having to take drastic measures, such as
shutting down the service. This timespan typically ranges from hours to
weeks, but cannot be knownin advance.|tisimportant to note that the se-
curity vulnerability may be in third-party code, but we still need to be able
to provide afix.

Acceptance criteria

>> For all (third-party) code that we do not have a formal maintenance
contractin place, we must have a formal patch back-porting process
in place.

>> Wehave automated test cases that try to patch each componentin
the running system.

Refinement questions

>> How can we deploy patches?

>> Arethere components that are exceptionally hard to patch (e.g., third-
party binaries, firmware or ROM code, components requiring formal
certification or digital signature)?

Dreamlab Technologies AG
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Security by Design

Include security in every decision of the
design process

Expect attacks and think about possible,
realistic threats

Standards & Legislation
* [SO/IEC 27000-series
 ETSIEN 303 645: Baseline requirements

for consumer loT devices
e  EU-GDPR, Art. 25: Privacy by design and
default

https://cetome.com/images/security-by-design.png
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People

Befahigung von
Mitarbeitern

Awareness und
Verantwortung im Alltag
Befolgen Richtlinien
Umsetzen von
Massnahmen
Awareness und
Verantwortung im Alltag

IT-Sicherheit in Unternehmen

Processes

Gesamtverantwortung
beim Top-Management
Management Buy-in
mittels einfacher (!) IT-
Security Policy
Integration in
Risikomanagement

IT- und Security-Strategie
Regelmassige Audits und
Reviews

IT-Sicherheit in Projekten

Technology

Patchmanagement
Vulnerability- und
Netzwerk-Monitoring
EDR-/ Antivirenlésung
Regelmassige
Penetrationstests
Automatisierte
Uberwachung /
Vulnerability Scanning
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Empfohlene Lekture

“n Il I ‘ Nicolas Mayencourt | Marc K. Peter
1 I"

The Failure of
Risk Management

Minimalstandard zur Verb

der IKT-Resilienz

& fir KMU
™

Ihr Unternehmen sicher

durch Cyber-Turbulenzen

Bundesamt Kir wirtschaftiiche Landesversorgung BWL ‘

Handelszeitung Beobachter

EDITION
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Contact
Dreamlab Offices

Get in touch with us: contact@dreamlab.net
And follow us at: twitter.com/DreamlabGlobal
linkedin.com/company/dreamlab-technologies-ag

Dreamlab Switzerland

Dreamlab Technologies
Monbijoustrasse 36
Switzerland — 3011 Bern

Dreamlab Spain

Dreamlab Technologies
Calle Hermosilla 48

1. Dcha

Spain — 28001 Madrid

Dreamlab Chile

Dreamlab Technologies
Villavicencio 361, Oficina 113
Chile — 8320154 Santiago de Chile

Dreamlab Oman

Dreamlab Technologies LLC
Minarit Al Qurum Building
2nd floor, Office No. 233
Postal Code 133

Al Khuwair, Sultanate of Oman



